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HOpMaTHB MOJIb30BAaHUSA CETHIO IJICKTPOCBA3ZH

Cerp HHTepHET mpezncTaBiser coboil rinodanpHOE OOBEIMHEHNE KOMITBIOTEPHBIX ceTeil M HH(OPMAIMOHHBIX PECypCOB,
NPUHAUISKAIMX ~ MHOXECTBY  paslIM4YHBIX Jropeil W opraHm3auuid. IlocKoNBKY 93TO OOBEIUHEHHE  SBISETCS
JELCHTPaIN30BaHHBIM, HE CYIIECTBYET €ANHOI0 00MIe00s3aTeIEHOTO CBOIa IPaBUII (3aKOHOB) ITOJIb30BaHMs ceThio HTepHET
JUIL BCEX YYAaCTHHUKOB 3TOro oObemmHeHHs. OmHaKo, 4TOOBI 3TO COOOIIECTBO MOTIO (PYHKIIMOHHPOBATH, CYIIECTBYIOT
OO0IIePUHATEIE HOPMBI PabOTHI B ceTH MHTepHEeT, HanpaBieHHBIE Ha TO, YTOOBI AEATEIBHOCTH KaX/IOTO TI0JIb30BATENS CETH HE
Memana paboTe Apyrux mnonb3oBarenieil. PyHAaMEHTAIBHBIM NPUHIUIIOM WX JEHCTBUS SIBIAETCS CIIEAyIOlLIee MOJI0KEHHE!
NpaBuiIa UCIIOJIb30BaHMUs JIFOOBIX pecypcoB ceTd MHTepHeT (0T MOYTOBOIO SIIMKA JI0 KaHala CBS3M) OINPEACIISIOT BIaelbIIbl
9THX PECYPCOB U TOJIBKO OHH.

Hacrosimmii TOKyMEHT ONMCHIBaeT OOIIETIPUHATHIE HOPMBI paboThl B ceTH MHTEepHET, COOMOAEHHE KOTOPBIX SBISAETCS
00s13aTeNbHBIM ISl BCEX IOJb30BaTeleil. JleiicTBHe 3THX HOPM pacHpoCTpaHseTcs Ha IOPSIOK HMCIONB30BAaHUS PECYPCOB
Cern. 3nech u ganee cioBoM CeTb 0003HaueHEI ceTh MHTEPHET M OCTYIHBIC U3 HEe IPYTUE CETH.

e OrpanuyveHusi HAa HHPOPMALMOHHBIN IYM (cam).

Pa3eutne Ceru mpuBesno K TOMY, YTO OJHOW M3 OCHOBHBIX IPOOJIEeM IMOJb30BaTeNel cTan M30bITOK mHpopMaruu. [lostomy
ceTeBOoe COOOLIECTBO BBIPA0OTANIO CICNMANbHBIE IPaBWJIA, HANpaBJICHHbIE Ha OrpPaKICHHE I0JIb30BaTENsl OT
HEHY)KHO/He3amnpolIeHHOH HHpopMaluu (craMa). 3/1ech U Aajiee NOA JJIEKTPOHHBIMH MUChbMaMHU TTOHMMAIOTCSl COOOILEHNUS
3JIEKTPOHHOH TOYTHI, ¥ APYTHX CPEACTB IEPCOHAIBHOrO 0OMeHa MH(popManueil (BKiIrodas CIy>KObl HEMEUICHHOW JOCTAaBKU
coobmennit, Takux kak SMS, IRC u T..) U Opyrux momoOHBIX CpeAcTB JHYHOTO oOMeHa wmH(popMmarmell. B gactHOCTH,
SBJISIFOTCS HEIOTTYCTHMBIMHU:

1. MaccoBast pacchlIKa HE COTJIACOBaHHBIX IIPEIBApUTENBHO C IONYYaTeNsIMH 3JIEKTPOHHBIX mHceM (mass mailing). Ilox
MacCcOBOM pacChUIKOM Mojapa3syMeBaeTCs KaK PacChlIKa MHOXECTBY IOJIydaTeleil, TaK U MHOYKECTBEHHAs! PAacChlIKa OJHOMY
nony4arento. IIpyu yc10BuM, YTO TaKasi HECOTJIACOBAHHASI PACCHIIKA NMOPOIKAAET KaJ00bI oJIydaTeiei.

2. HecorynacoBaHHast ¢ moJiyyaTelleM OTHpaBKa 3JIEKTPOHHBIX NMHCEM 00beMoM Oojiee OTHOM CTpaHMIBI MM COAEPKAIINX
BJIOKEHHBIE (ailiIbl.

3. HecornacoBaHHas pacchuIKa 3JIEKTPOHHBIX IMCEM PEKJIAMHOT0, KOMMEPUYECKOTO WJIM aruTalMOHHOTO XapakTepa, a TakKe
MHCEM, COAEPIKAILINX IPyObIe 1 OCKOPOUTENbHBIE BEIPAXKEHUS U TIPEIUIOKCHHS.

4. Pazmenienne B mob6oit koHdepenimn Usenet wim npyroil KoHGepeHINH, GopyMe MM JIEKTPOHHOM CIIHCKE PACCHUIKH
CTaTel, KOTOpble HE COOTBETCTBYIOT TEMAaTHKE NaHHOW KOH(EPEeHIMH WM crucka pacchulku (off-topic). 3gecs u manee mox
KOoH(epeHIne noHnMaroTes TenekondepeHunu (rpynmsl HoBocteit) Usenet u apyrue KoHpepeHIun, GopyMBbl 1 JIEKTPOHHbIE
CIIMICKH PACCBHIIKH, MPH YCIOBHH, YTO 3TH (DAKThI MOPOKAAIOT KAT00bI MO/iepaTOpa TeleKOH(pepeHHH, eCIU OH eCTh.

5. Pa3memienue B mr000# KOH(EpEeHIMH COOOIICHHIH pPEeKIaMHOT0, KOMMEPYECKOTO WM aruTaliOHHOTO XapakTepa, KpoMe
clly4aeB, KOTJa TaKue COOOILIEHWS] SIBHO pas3pelleHbl MpaBWIaMH TaKoil KoH(pepeHUUH JMOO HMX pa3MelleHHe ObUIo
COTJIACOBAHO C BIAJENbIIaMH WII aIMUHUCTPATOPaMH TaKoi KOH(EPEHIINHU NTPEIBAPUTEIHHO.

6. Pa3merenue B 10001 KOH(EPEHIIMN CTAaThH, COAEPIKaIeH MPUIIOKEHHbIE (aiibl, KpoMe CirydaeB, KOT/a BIIOXKCHHUS SIBHO
paspemeHsl MpaBWJIaMHd Takoi KoH(epeHIMH 1nub0 Takoe pasMeIleHHe OBIJI0 COIJacoBaHO C BIAJSNBIAMHU WM
a/IMUHUCTPATOPAMH TaKOH KOH(EPEHIINH TPEeIBAPUTEIBHO.

7. Paccpuika nHGOpMAIINH MOTydaTelsIM, BEICKAa3aBIINM paHee sIBHOE HeXeJlaHHe MOTy4aTh 3Ty HHPOPMAIHIO.

8. Ucmonp30BaHMe COOCTBEHHBIX WJIM TIPEIOCTABICHHBIX HH(GOPMAIMOHHBIX PECypcoB (MOYTOBBIX SIINKOB, aJIpPEcOB
3JeKTPOHHONH moYTHl, cTpaHny WWW © T.1.) B KadecTBe KOHTAKTHBIX KOOpDAWHAT TP COBEPIICHWH JIOO0TO U3
BBIIIICONMCAHHBIX ICHCTBUH, BHE 3aBUCIMOCTH OT TOT0, U3 Kakoii Toukn CeTr OBUIM COBEPILEHBI 3TH IEHCTBHS.

L 3a11peT HECAHKIMOHUPOBAHHOI0 T0CTYIIaA U CETEBLIX aTak.

He momyckaeTcst ocyIecTBIICHHE MOMBITOK HECAHKIIMOHUPOBAHHOTO IOCTyNa K pecypcam CeTH, IPOBEJICHHUE WIN yIacTHUE B
CETEBBIX aTakaX W CETCBOM B3JIOME, 3a HCKIIOYCHHEM CIIy4acB, KOTJa aTaka Ha CETEBOW pecypc MPOBOAMTCS C SIBHOTO
pa3pelieHus BiIaJelblla Wid aIMIHUCTPATOpa 3TOTo pecypca. B ToM dmciie 3ampenieHsr:

1.JleficTBusI, HallpaBJICHHbIE HAa HapyIIEHHE HOPMAJIBHOTO (DYHKIIMOHMPOBAHUS 351eMEHTOB CeTH (KOMITBIOTEPOB, APYTOro
000pyIOBaHUsI UIIK TTPOTPAMMHOT0 00eCIieueH s ), He TIPHUHAAJICKAIIHUX MOTb30BATEIIO.

2.JleiicTBUsI, HAMPABJACHHBIC HA IMOJYYCHHE JOCTYIA, B TOM YHCIIC NPUBUIETHMPOBAHHOIO, K pecypcy CeTu (KOMIBIOTEDY,
JpyroMy o0Opy/JOBaHHIO HiIM HHOOPMAIMOHHOMY pECypcy), IMOCIEAyIollee HCIIOIb30BaHUE TAKOro JOCTYIa, a TaKKe
VHHYTO)KCHUC WIM MOJU(PHKANKS MNPOTPaMMHOTO OOCCIICUYCHHUs WIH JAaHHBIX, HE NPHUHAIJICKAIIUX MOJIh30BaTEN0, 03
COIJIACOBAHUS C BIAACIbIIAMH STOr0 MPOrPAMMHOrO OOCCICUCHHS WM JaHHBIX JHOO aJIMHHHCTPATOPaMU JTaHHOTO
UH(POPMALMOHHOTO pecypca.



3.Ilepenaua KommbrOTepaM I 0oOOpymoBaHHi0 CeTn OCCCMBICICHHOW WK Oecrojie3Hod HH(DOPMAIUK, CO3MaroIeh
Mapa3uTHYI0 HAarpy3Ky Ha 3TH KOMIBIOTEPH WIH OOOpYyIOBaHWE, a TakXKe NMPOMEKYTOUHBIE YJacTKH CETH, B 0OBeMax,
TIPEBBIMIAIOIINX MUHIMAIBHO HEOOXO0AUMBIE AJISI IIPOBEPKH CBSI3HOCTH CETEH M JOCTYITHOCTH OTNIENBHBIX €€ JICMECHTOB.

4. lenenanpaBieHHbIC ACHCTBYS 110 CKAHUPOBAHUIO Y3JIOB CETEH C IEIbIO BBIBICHUS BHYTPEHHEH CTPYKTYPHI CETEeH, CITUCKOB
OTKPBITBIX IIOPTOB U T.II.

e Co0uro1eHue NpaBuJl, YCTAHOBJIEHHBIX BJIajleJbIIAMHU PeCcypcoB.

[ToMuMo BhIIIENIEPEUNCIEHHOTO, BIIAJIEIIEl] JII0OOTr0 HH(GOPMAIIMOHHOTO WIIM TEXHHYECKOro pecypca CeTH MOXKET YCTaHOBUTH
JUISL 9TOTO pecypca COOCTBEHHBIE ITPAaBUIIA €r0 HCIIOJIb30BAHUS.

[IpaBuna UCHONB30BaHUS PECYpPCOB JINOO CCHUIKA HA HUX IMyOJHMKYIOTCS BIAACIbLIAMA WIN aJMUHICTPATOPaMH 3THX PECYPCOB
B TOYKE MOJKITIOYECHUS K TaKUM pecypcaM M SBIIOTCS O00S3aTeNbHBIMH K HCIIONHEHHIO BCEMH IIOJB30BATEISIMU 3THX
pecypcos.

[IpaBuna ncronbp30BaHMS pecypca, YCTaHOBJICHHBIC BJIAJICNbBIEM, HE JOJDKHBI HAPYIIATh MPaBa BIAJCIbIEB IPYTHX PECYPCOB
Y TIPUBO3HTH K 3JI0yNOTPEOICHUSM B OTHOILEHUHU JIPYTHX PECYPCOB.

[onb30Barens 00s13aH cOOTIOIATH MIPaBHIIa UCIOIB30BaHUS pecypca JIN00 HEMEJIEHHO OTKa3aThCs OT €ro UCIIOIb30BaHMSI.

e Hemonycrumocrthb panbcupuranmu.

3HaynTeNbHAsA YacTh pecypcoB CeTu He TpeOyeT MACHTH(UKAINU IMOIB30BATES M IOMYCKaeT aHOHUMHOE HCIOJIBb30BaHUE.
OmHako B psAe CiIydaeB OT IIOJNB30BaTeNss TpeOyeTcs TPeAOoCTaBUTh HH(OPMAIIO, WACHTUQHIUPYIOMYI €ro u
HCTIONB3YyeMbIe UM cpecTBa goctymna K Cetu. [Ipu 3TOM IMOIB30BaTEIIO 3aIpeIIacTCs:

1. Ucnione30Barre NICHTH()UKANOHHBIX TaHHBIX (MMEH, aJpecoB, TeIC(POHOB U T.II.) TPETHUX JIUI], KPOME CITydacB, KOTIa 3TH
JUIa YIIOJHOMOYWIIM TOJb30BaTeNlsi Ha TaKoe WCIOJb30BaHWE. B TO ke BpeMs MOib30BaTelb JOJKEH MPUHSATH MEpHI IO
MPEJOTBPAIICHUIO HCIIOIB30BaHUs pecypcoB CeT TPEThbUMH JIMIAMH OT €ro MMEHHU (00eCleurTh COXPAHHOCTh Maposici U
MPOYMX KOJOB aBTOPU30BAHHOTO JIOCTYIIA).

2. @anbcudukanus cpoero IP-ampeca, a Takke agpecoB, HCIOIb3YEMBIX B JPYTHX CETEBBIX IPOTOKOJAX, MPH Iepeaaye
naHHbBIX B CeTb.

3. Hcnonp30BaHme HECYIIECTBYIOINX OOPaTHBIX aIpECOB IIPHU OTIPABKE JICKTPOHHBIX ITHCEM.

e Hacrtpoiika coOCTBEHHBIX PecypcCoB.

[Ipu pabore B cerr MHTEpHET NOJB30BATENb CTAHOBUTCS €€ IOJHOMPABHBIM YYAaCTHHUKOM, YTO CO3JIAE€T MOTEHIHAJBbHYIO
BO3MOXKHOCTb JIJIsl UCIIOJIb30BAHUSI CETEBBIX PECYPCOB, MPUHAJISKAIIUX T10JIb30BATEII0, TPETBUMHU JIMIAMHU. B CBsI3M ¢ 3TUM
MOJIb30BATENb JOJDKEH NPUHATH HAJJISKAIUEe MEphl 10 TaKOW HACTPOMKE CBOMX PECypCOB, KOTOpas IpEIMSITCTBOBAJIA ObI
HEeJJ0OPOCOBECTHOMY HCIIOJIb30BAHMIO J3THX PECYpCOB TPETHHUMHU JIMIAMH, & TaKXKe OIEepPaTUBHO pearupoBaTh MpU
OOHApYKEHHH CIIy4aeB TAKOTO HCIIOJIb30BaHUS.

[puMepamu MOTEHIMATBHO TPOOIEMHON HACTPOUKH CETEBBIX PECYPCOB SBISIOTCS:

1. OTKpBITBIN PETPAHCIATOP DIEKTPOHHOM 1TouThl (Open SMTP-relay);

2. 00menocTymHbIe A1l HeaBTOPHU30BAHHOW ITyOIMKAIIH CepBEPhl HOBOCTEH (KOH(PEPEHIINH, TPYIII);

3. cpexacTBa, MO3BOJISIONIME TPETHUM JIMIIAM HEaBTOPU30BAHHO CKPBITh HCTOUYHHUK COCAMHEHHUS (OTKPBITHIE TPOKCH-CEPBEPHI 1
T.IL);

4. 0o0men0CTyMHbIe IIUPOKOBENIATEIbHBIE a/Ipeca JIOKAIbHBIX CETEH;

5. BJIEKTPOHHBIE CIIMCKHU PACCHUIKK C HEJIOCTATOYHOM aBTOpU3ALIMEH MOJNNUCKU WK 0€3 BOBMOXKHOCTH €€ OTMEHBI.



